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• What is the definition of a “Counterfeit Semiconductor?” 

• Why do counterfeit semiconductors exist? 

• Where do they come from? 

• How big is the problem? 

• What role is the government playing? 

• What role are the standards agencies playing? 

• What can be done to eliminate counterfeit parts? 

 



“Counterfeit Semiconductor” 

Definition 
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• The term “Counterfeit” is a bit misleading in that it typically implies an 

exact copy of an item. 

• The semiconductor “Counterfeit” problem is much broader than just an 

exact duplicate. 

 

• The current definition of counterfeit material from the Department of 

Defense (DOD) is: 

“Materiel whose identity or characteristics have been deliberately 

misrepresented, falsified, or altered without legal right to do so.”  

 

• There is also a working definition being proposed by the SAE G-19 

committee which states: 

“A fraudulent part that has been confirmed to be a copy, imitation, 

or substitute that has been represented, identified, or marked as 

genuine, and/or altered by a source without legal right with intent to 

mislead, deceive, or defraud” 



“Counterfeit Semiconductor” 

Definition 
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Under this definition, all of the following are considered “Counterfeit”: 

 

Counterfeit Types: 

1. Simple part number remarking 

2. Speed grade alteration 

3. Operating temperature range alteration 

4. Changes to manufacturer and/or date code markings 

5. Substitution of one die for another 

6. Substitution of RoHS devices for Tin/lead 

7. Representing discarded PCB board pulls as new 

8. Redesigned exact copies of an original part 

 



Why do Counterfeit 

Semiconductors exist? 
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1. No product exists without a market. 

2. The military and avionics markets need support for 15 to 40 years. 

3. The semiconductor market is dominated by support for consumer devices. 

4. Most consumer devices are designed to last 2 to 4 years. 

5. Therefore most semiconductor devices are obsoleted in 3 to 5 years. 

 

Because of the mismatch between #2 and #5, the market for obsolete parts 

will continue to grow – and the opportunity for counterfeiters to profit from this 

mismatch will grow with it. 

 



Why do Counterfeit 

Semiconductors exist? 
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• Consider the chart below: 

 

 

 

 

 

 

 

 

 
 

• With the increasing use of electronics in military and 

avionics applications, obsolescence is here to stay. 

Source: NAVSURFWARCENDIV Crane, via Avnet 



Why do Counterfeit 

Semiconductors exist? 
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• One might argue that the obsolescence issue has been with us since the 

1950’s when TI obsoleted it’s first silicon transistor – so why is it such a huge 

problem today? 

• The answer: e-Waste recycling!  The number of electronic devices being 

recycled is increasing. 

 

Source: electronicstakeback.com and the EPA 



Why do Counterfeit 

Semiconductors exist? 
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• And the percentage of electronic devices being recycled is increasing. 

 

Source: electronicstakeback.com and the EPA 



Where do Counterfeit 

Semiconductors come from? 
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• And where is all the e-Waste going? 

• Mostly to China (and a few other 

Asian countries)… 
 



Where do Counterfeit 

Semiconductors come from? 
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• Where there is a huge industry striping out the parts… 

 



Where do Counterfeit 

Semiconductors come from? 

Silicon Valley Test Conference 2013 11 

• Remarking and refurbishing the parts… 

 

 

 

 

 

 

 

 

• And offering them for sale in open bazaars. 

 



The Counterfeit Problem – 

Some Examples 
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• Advanced Micro Devices / P/N AM486DX5-133V16BHC  

Note color difference between two 

samples with the same date code  



The Counterfeit Problem – 

Some Examples 
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• Advanced Micro Devices / P/N AM486DX5-133V16BHC  

Ghost Marking  

Dimple is flush with package   



The Counterfeit Problem – 

Some Examples 
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Intel Logo inside an AMD Package 

Fake!   …     Real!   … NO Fake! 

 

 

 

 

 

 

Identified as a Fake by parametric testing 

 
 

– Identified as a Fake by parametric testing 



The Counterfeit Problem – 

Some Examples 
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• Newer threats - conventional visual techniques no 

longer adequate. 

 

• New counterfeit threats that are non-recognizable by 

conventional visual detection techniques. 

• Almost perfected micro-blast process 

 

• Conventional visual techniques may not work, 

however SEM examination with known good 

samples can detect top surface variations. 



The Counterfeit Problem – 

Some Examples 
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SEM Analysis PLCC Micro-blasted Device  

Ref (Known Good) 



The Counterfeit Problem – 

Some Examples 
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Some would say that with all the attention to the new 
laws and people going to jail that the counterfeiters 
would be getting smarter and being more careful. 

 

 

I am not sure that is true in all cases as the following 
example shows…… 

 



The Counterfeit Problem – 

Some Examples 
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This 

counterfeiter left 

his/her 

fingerprint on 

the part!! 



How big is the counterfeit 

semiconductor problem? 
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• Accurate figures are very difficult to come by, most figures are in the billions 

of dollars. 

• More than 12 million parts have been involved in counterfeit incidents 

during the period spanning the start of 2007 through April 2012 (IHS 

iSuppli and ERAI) 

 

 

 

 

 

 

 

 

 

 

 

• And there is no sign the counterfeiters are giving up. 

 



What role is the government 

playing? 
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• In 2012, Section 818 was added to the National Defense Authorization Act 

(NDAA).  Section 818 provides guidelines to the DOD to keep counterfeit 

parts out of the supply chain.  Section 818 states (in part): 
• Requires the Department of Defense ("DoD") to issue regulations regarding the definition, 

prevention, detection and reporting of actual or suspected counterfeit parts in the defense 

procurement supply chain. 

• Requires the Department of Homeland Security ("DHS") to create a "risk-based methodology" 

to enhance targeting of counterfeit electronics parts imported into the United States. 

• Mandates that DoD hold contractors responsible for detecting and avoiding counterfeit 

electronic parts, require contractors to use trusted suppliers, and require contractors to report 

counterfeit or suspect counterfeit parts that have entered the supply chain. 

• Requires that DoD revise the rules to make unallowable the costs of counterfeit and suspect 

counterfeit electronic parts, as well as the costs of any rework or corrective action necessary 

as a result of the use of counterfeit or suspect counterfeit parts. 

 

• This last item states that if you are a contractor and have an issue 

concerning counterfeit parts, the entire cost to deal with the incident is the 

contractors responsibility!  Thus the defense industry taking counterfeit parts 

much more seriously. 



What role is the government 

playing? 
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Real enforcement is starting to occur - some examples: 

 

 

 

 

 

 

 

 

 

 

 

 

And there are many more. 

• “Business Owner Sentenced for Sale of Counterfeit Integrated Circuits 
to the U.S. Government – “On February 15, 2012, Mustafa Abdul 
Aljaff, 32, a business owner from Newport Coast, California, was 
sentenced to 30 months in prison….” 

 
• “The US Air Force suspended Hong Dark Electronic Trade Company 

and its subsidiaries from government programs for allegedly selling 
tens of thousands of counterfeits to key defense contractors……” 

 

• “Stephanie A. McCloskey, 39, of Clearwater, Fla., was sentenced 
today to 38 months in prison for her role in a scheme in which she and 
others imported counterfeit integrated circuits from China and Hong 
Kong….” 



What role is the government 

playing? 
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Defense Logistics Agency (DLA) is promoting the use of DNA ink 

marking from Applied DNA Sciences. 

 



What role are the standards 

agencies playing? 
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SAE G-19 Aerospace Standards 



What role are the standards 

agencies playing? 
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Summary of other documents (there are more) 



What can be done to 

eliminate counterfeit parts? 
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1. Buy parts from the original manufacturer or authorized distributor whenever 

possible (Xilinx, Avnet, Arrow). 

2. Buy parts from authorized after market manufacturers (Traditionally 

companies like Rochester and Lansdale, but increasingly companies like 

Avnet and Arrow). 

3. Buy parts from known sources with original paperwork traceable to the 

original manufacturer (another OEM that bought parts from a franchised 

source and has the original paperwork). 

4. Do last time buys when parts become obsolete (can be expensive and hard 

to estimate exactly how many will be needed). 

5. Qualify alternative suppliers which may not yet be obsolete (when market 

demand decreases usually all suppliers get out of the market). 

6. Use FPGA’s/ASICs to emulate obsolete devices (expensive, requires board 

re-layout at a minimum). 

7. Redesign systems to use non-obsolete parts (most expensive option). 

8. Buy parts from a reputable non-franchised broker (risk based testing and 

evaluation is necessary). 

9. Buy parts from a questionable broker (must do full electrical test and possibly 

qualification). 
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What can be done to 

eliminate counterfeit parts? 
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Famous Mark Marshall  

Risk Mitigation Matrix 



What can be done to 

eliminate counterfeit parts? 
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As counterfeiters become more sophisticated, full AC/DC/Functional 

electrical test is quickly becoming essential.  

 



Summary 
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• Counterfeit semiconductors are proliferating because of 

obsolescence and Asian recycling of e-Waste. 

• The problem is large and will get bigger and more sophisticated. 

• The US Government is stepping in and beginning to require 

supply chain integrity. 

• The total cost of counterfeit intrusion into a product or system will 

be borne by the contractor supplying that product or system. 

• Consequently, substantial supply chain risk analysis is occurring 

and new standards are being developed. 

• Don’t buy questionable parts if it can be avoided. 

• If it can’t, apply the appropriate risk mitigation techniques 

including full AC/DC/Functional testing. 



Integra’s Employee Owner’s 

Thank You! 
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• Semiconductor Test Facilities in Wichita Kansas and now Albuquerque, NM 
– 240 Employees, 30+ Engineers 
– 400 Active Customers (IC Mfg’s and IC Users - mix of Space, Defense and Commercial/ Ind.) 

• 30 Year History as a Value Added Semiconductor Test Service Provider 
– Up-Screening and Lot Acceptance Testing for Commercial, Industrial and Medical 
– Full Grade B and S Level Testing and Upscreening for Space and Defense 
– Full Electrical Test and Comprehensive Reliability Qualification Both at Component and MCM/Board Level 
– PEM Quals using NASA and A&D Specs 
– Product Obsolescence and Counterfeit Mitigation Services 
– Failure Analysis, Destructive Physical Analysis, FIB, etc.  

• Turnkey Solutions: Semiconductor New Product Design Validation to Full Manufacturing Support  
– Wafer Fab, Wafer Sort, Wafer Prep, and Assembly Management 
– Test and Qualification 
– Product and Process Characterization 
– Logistics Management, and EOL Support 
– Failure analysis and field return analysis 

• Engineering expertise in every IC technology (Product, Packaging, Test, Manufacturing  and 
Qualification) 
– Products: Complex ASICs, High End Digital and Mixed Signal, High Speed (40 GHz RF; 10 Gbs Digital), Advanced Memories (SRAM, SDRAM, Flash, 

DDR3, QDR etc.), Linears, Discretes, Passives 
– Packages: 1500+ BGAs, FBGAs, QFN, QFP, etc 

• Operations are ISO-9001, AS9100, DLA MIL-38535 Lab Certified, ITAR Registered & DMEA Category 1 
“Trusted” 

 
www.integra-tech.com 


